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International Cyber Incidents:
On the Question of Public
Attribution

Arindrajit Basu

The public attribution of a cyber incident—undertaken coherently
and underscored by robust decision-making—can be a useful tool
for national security. India, thus far, has not publicly attributed
any international cyber incident to a specific private perpetrator or
nation-state. Studying the models framed by scholars based in other
jurisdictions, this brief offers suggestions on how India can approach
the issue of public attribution of cyberattacks. Based on existing
criteria, if a decision to publicly attribute is made, the brief proposes
the following options, either individually or in combination, for Indian
decision-makers: criminal indictment; international legal attribution;
political attribution; and relying on third-party attribution.
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e live in an age of cyber ‘unpeace’ where modern mid-

spectrum rivalry “fits neither the destructive criteria

[and violence] of war nor the acceptable boundaries of

peace.”? The blurring of cyber boundaries brought about

by asymmetry allows both states and nation-states to
attain international economic and geopolitical objectives without engaging in
traditional kinetic warfare.

This new reality compels holistic and cohesive thinking from policymakers
across the world on how to exploit opportunities and minimise threats posed by
the pervading uncertainty of cyber ‘unpeace’. International cyber operations,
frequently undertaken by states, state-backed actors, or independent non-state
actors, provide asymmetric advantages to entities that may not boast traditional
military or technological power. The many challenges of effectively attributing
attacks to a perpetrator or group compounds geopolitical uncertainty.

Existing literature documents the technical constraints on attribution.
Cyberattacks span stages, steps, and jurisdictions.” This adds several layers
of complexity to the attribution process. The system deploying the offensive
capability is usually several degrees removed from the computer or computer
network being infiltrated. Attackers can obfuscate their activities using different
technical means like botnets, spoofing, and false flag techniques to deceive the
forensic analyst; they can also use proxy networks.* While states or private
actors can likewise use varied technical means to trace the attack’s origins,
accurate attribution remains a cumbersome and challenging process.®

Indeed, some experts argue that attribution is as much an art as it is a science.’
No technical cyber forensic analysis can fully solve the attribution challenge
in cyberspace. Other analysts have, however, highlight the benefits of public
attribution. Researchers at the RAND Corporation are of the view that public
attribution furthers credibility, enables information exchange that improves the
quality of attribution, and can potentially deter future adversaries by signalling
that existing mechanisms can detect and retaliate against attacks. Still others
are more circumspect about these benefits” and highlight the potential costs of
public attribution, including misattribution and escalation.”
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Scholarship published in the past two years recognises both arguments
and suggests frameworks to guide decision-makers on publicly attributing
cyber incidents.” As noted by the editors of an ORF monograph on emerging
technologies and future warfare,' the transformation of warfare in the age of
unpeace demands an arsenal of strategic options to counter cyber incidents and
secure India’s burgeoning digital economy. Public attribution, guided by sound
decision-making, can be useful. Thus far, India has not publicly attributed a
specific international cyber incident to a specific private perpetrator or nation-
state. This brief applies the models created by Western scholars to outline
suggestions on how India can view the question of public attribution of
cyberattacks.
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ncreased digitisation, combined with the country’s geopolitical
location amid two adversarial neighbours, makes India vulnerable
to cyberattacks.!" According to a report from Check Point Research,
organisations in the country faced an average of 2,108 cyberattacks
weekly in the first quarter of 2023, marking a 15-percent increase from
the same period in previous years.'? Critical infrastructure has often been at the
receiving end of cyberattacks. Notable ones" include the Cosmos bank fraud in
2018 where a malware attack authorised fraudulent transactions, causing the
bank to lose INR 94 crore;'* the D-Track malware attack in 2019 that breached
the Kudankulam reactor’s administrative network;'® and in 2022, the disruption
of the I'T network of AIIMS, one of India’s leading government-run hospitals.'®

Officials have acknowledged that finding the necessary evidence to attribute
cyberattacks to a specific perpetrator is a massive challenge.!” Lt. General Rajesh
Pant, India’s former National Cybersecurity Coordinator, has particularly
highlighted the hurdles posed by the Mutual Legal Assistance Treaty (MLAT)
process in obtaining information from international partners.

India came close to a public attribution in 2018 when a report shared with the
National Security Council Secretariat by CERT-In claimed that 35 percent of
cyberattacks on official Indian websites originated from China, followed by 17
percent from the United States (US), 15 percent from Russia, 8 percent from
Pakistan, 7 percent from Canada, and 5 percent from Germany.'® However, the
full report, along with any accompanying evidence, is not in the public domain
and information can only be gleaned from media reports. It is therefore
unclear whether CERT-In has attributed specific attacks to specific perpetrators
or countries.

Indeed, politicians and authorities have made a conscious effort not to name
the perpetrator or state of origin when acknowledging and characterising
cyberattacks or attempts to conduct cyberattacks. For example, the government
explicitly denied a Chinese role in a cyberattack in 2020 that temporarily
brought down the Maharashtra electricity grid, despite findings by threat
intelligence company Recorded Future suggesting that it was the case.”
With the more recent AIIMS cyberattack, in a written reply to the Rajya
Sabha, Minister of State Rajeev Chandrashekhar forensically characterised
the “sophisticated ransomware” attack and claimed it was a “conspiracy and
planned by [significant] forces.”* He also divulged vulnerabilities in network
segmentation that enabled the perpetrators to conduct the attack but stopped
short of attributing the attack to a non-state actor or a nation state.
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State Practice

While India has taken a clear stance to not publicly attribute, others have taken
a different route. A number of countries have expressed national positions
on attribution, either in statements on the applicability of international law to
cyberspace or in their national cybersecurity strategies.?! France,” Germany,*
Finland,** and Italy* clearly state that the choice to publicly attribute or not
is a national sovereign prerogative and an independent decision to be made
by each nation-state. While all states refer to the applicability of the existing
international law on cyber attribution to cyberspace, some underscore the
relevance of the political aspects of cyber attribution. France and Finland
explicitly state that the decision to attribute a cyberattack originating in another
state is a national political decision that must take several circumstances and
evidence into account.

The Netherlands has considered public attribution a cornerstone of cyber
defence. In their latest Cyber Defense Strategy, it argues: “An active political
attribution policy contributes to the deterrent ability and makes the Netherlands
less attractive as a target of cyberattacks. A state actor who is held accountable for
his actions will make a different assessment than an attacker who can operate in
complete anonymity.”?® The 2015 United States Department of Defense’s Cyber
Strategy further acknowledges the role of attribution in establishing a credible
cyber deterrence strategy and articulates the US’s cyber attribution capacity
“on matters of intelligence, attribution, and warning, DoD and the intelligence
community have invested significantly in all source collection, analysis, and
dissemination capabilities, all of which reduce the anonymity of state and non-
state actor activity in cyberspace.”?’

State-led public attributions for cyberattacks thus far have mostly been carried
out by the US, the EU, and their NATO partners.?® With notable exceptions such
as Brazil and Pakistan, these are the same states that have weighed in officially
on the applicability of existing international law standards to cyberspace.

Other states, such as China, are more circumspect about the public attribution
of cyberattacks by the US and its partners in the Five Eyes intelligence alliance
(Australia, Canada, New Zealand, and the UK).? In Beijing’s view, public
attributions by the US are underscored by vague norms regarding the acceptable
limits of offensive cyber operations and act as both a legal weapon to legitimise
future indictments and sanctions against China and a political weapon to inflict
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reputational costs on the adversary.” This position need not be taken at face
value, though. Beijing itself participates in offensive cyber activity, and the claim
of politicisation itself could be used to delegitimise US attribution and follow-up
action, even if they are in line with accepted standards of international law.

International Legal Standards

The international law on attribution for the purpose of affixing state
responsibility is relatively well-settled, although its application to specific
contexts, including in the cyber realm, remains a challenge. As per international
law, state responsibility is premised on two components: an act or omission that
amounts to the breach of an international obligation, and an attribution of
said act or omission to a state in question. The acts of a private person are not
attributable to a state unless the private actor is within the “effective control”
of the state; that is, it is “in fact acting on the instructions of, or under the
direction or control of that State in carrying out the conduct.”

The law of state responsibility does not, however, weigh in on evidentiary
standards or burdens of proof. Further, there is no international legal obligation
to provide evidence backing up a public attribution.” Standards of “sufficient
levels of confidence” or “sufficient certainty”** have been proposed to assess
evidence before a decision to publicly attribute is made.

Global Forums

Global forums fermenting responsible state behaviour in cyberspace have
recognised the relevance of attribution to these debates. The 2015 consensus
report of the United Nations Group of Governmental Experts (UN-GGE), set
up to identify norms for responsible state behaviour in cyberspace, suggested
a norm on cyberattack attribution.” Norm 13 (b) reads: “In the case of ICT
incidents, States should consider all relevant information including the larger
context of the event, the challenges of attribution in the ICT context, and the
nature and extent of the consequences.” The 2021 UN-GGE report provided
further guidance on aspects that states may consider in the decision-making
process, such as the technical attributes of the attack, scope, scale and impact,
consultations between the states, and the wider contextual implications on
international peace and security.*
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The 2021 report also recommended cooperation between Computer
Emergency Response Teams that could improve state capacity in detecting and
investigating malicious attacks. Finally, it recommended that states proactively
use regional, bilateral, and multilateral forums to exchange best practices and
cast light on national approaches to attribution, with the overarching goal of
fostering common understandings and an exchange of best practices.

Private Sector Attribution

It is also worth noting that several public attributions have been conducted by
private sector actors. Cybersecurity firms Mandiant’” and Crowdstrike®® have
published detailed reports attributing high-profile cyber incidents to China
and Russia, respectively. Recorded Future, another US-based cybersecurity
firm, has attributed the continuous targeting of critical infrastructure in India,
including electricity grids, to Chinese state-sponsored groups.* With the
ongoing armed conflict in Ukraine, US-based technology companies such as
Microsoft and Google have published detailed blog posts publicly attributing
aggressive, offensive cyber activity to Russian-backed cyber actors looking to
gain decisive war-time advantage. Non-government organisations such as
Citizen Lab,* Electronic Frontier Foundation,*!
have also publicly attributed the deployment of offensive cyber capabilities,
largely in instances where these capabilities have been deployed against
journalists, politicians, or human rights defenders.

and Amnesty International*

Given their role in the growing ecosystem of “decentralised cyber attribution”,*

these private actors have also weighed in on the necessary methods, processes,
and evidentiary considerations for public attribution. For example, in a detailed
blog post, ‘Navigating the trade-offs of cyber attribution,” Mandiant researchers
highlight four trade-offs for security leaders when making the decision to
publicly attribute.** These include the allocation of resources, the trade-off
between analytical independence and neglecting important insights from
other actors also involved in the attribution processes, between making rash
attribution judgments that risk misattribution and an overly cautious approach
that prevents the detection and necessary action regarding a cyberattack, and,
finally, the decision to go public itself. On going public, Mandiant recommends
considering several factors, including source sensitivities, a victim’s reaction,
the impact on the attacker’s geopolitical context, and implications for ongoing
cyber engagements. Compared to the broader guidelines articulated in the
2021 UN-GGE report, Mandiant offers more specific guidance which may be
operationally useful for decision-makers.
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he decision-making framework for publicly attributing cyber

incidents should appreciate the multiple possible goals of cyber

attribution, utilise India’s institutional architecture effectively,

and have clear criteria in place at each step of the detection and

attribution process. Most significantly, decision-makers must
keep in mind that publicly attributing a cyberattack does not signal a cyber
defence failure to the Indian public or the wider world.*® Cyberattacks and
breaches are an accepted part of today’s geopolitical scenario. A well-articulated
cyber attribution could signal that the Indian institutional architecture and
forensic capability are resilient enough to deal with this new reality.

As articulated by Egloft and Smeets, public attribution could be considered
by decision-makers looking to pursue one or more goals.*® Drawing from their
work, policymakers could consider the objectives discussed in the following
paragraphs:

Deterrence: Public attribution could deter adversaries from carrying out
future attacks as they fear getting caught and facing punitive measures. Most
analysts, however, disagree with the deterrence potential of simply ‘naming and
shaming’. They argue that without follow-up action, such as sanctions, ‘naming
and shaming’ may end up encouraging adversaries to continue their exploits.
Even if followed up with sanctions, the costs imposed may not be significant
enough to alter macro decision-making on continuing to undertake offensive
cyber operations, given the gains to be made through espionage or other forms
of offensive operations.*” Further, as is the case with the India-Pakistan context,
in several instances, cyber proxies may be operating at an arm’s length from the
state and have little to lose if sanctions or reputational costs are imposed on the
state.

Causing friction: Publicly revealing evidence regarding an adversary’s
capabilities could serve counter-threat objectives as the adversary would need
to develop new capabilities to avoid detection in the future. Friction does not

prevent adversaries from mounting continuous action but imposes operational
hurdles.

Building resilience across the ecosystem: Public attribution and disclosure of
evidence on capabilities and vulnerabilities could help network owners both
in the public and private sectors to audit and secure their own hardware and
software systems accordingly.
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Norm-building: ‘Naming and shaming’ action that violates norms agreed
upon at international forums strengthens the norm by “demarcating what is
appropriate behaviour” and publicly pushing countries to comply. Of course,
norm-building works best if norms of responsible state behaviour or prevailing
understandings of international law are explicitly referenced in the statement
attributing specific cyber incidents.

Community and international cooperation: Attribution published to the
general public or shared with trusted partners in the research community, or
the Computer Emergency Response Teams (CERTs) could jointly strengthen
attribution capabilities and aid in detecting cyber threats. Further, such
information-sharing mechanisms could help build international credibility and
confidence among partners in plurilateral mechanisms such as the Quadrilateral
Security Dialogue.

Domestic criminal law enforcement: With enough forensic evidence to justify
violating domestic criminal law, states may publicly attribute a cyberattack
through an indictment before the judiciary. The US Department of Justice, for
instance, announced indictments against 41 criminal actors based in Russia,
China, Iran and North Korea® and also indicted officers of the Russian Main
Intelligence Directorate Unit in 2020.%

Institutional Architecture and Decision-Making Framework
on Cyber Attribution

A number of agencies within India’s institutional architecture for cybersecurity
should play a coordinated role in the proposed cyber attribution model. This
includes the Prime Minister’s Office comprising the technical intelligence
agency National Technical Research Organization and the National Critical
Information Infrastructure Protection Centre (NCIIPC).”® India’s computer
emergency response team falls within the jurisdiction of the Ministry of
Electronics and Information Technology and is responsible for detecting,
mitigating, and preventing cybersecurity incidents. Finally, there is the Defence
Cyber Agency, first announced in 2018, which draws armed forces personnel
from all three branches and falls within the Ministry of Défense.

A cyber incident would generally be detected by CERT-In or the NCIIPC in

the case of critical infrastructure. After the forensic characterisation, decision-
makers may choose to go public based on several factors, including the level

10



ing

-Mak

Framework

151011

A Dec

©RF

of confidence in the characterisation; the need to protect sensitive sources;
geopolitical considerations such as whether the attack originates from an
adversarial or friendly country; available response options that could be
undermined by a public attribution; the severity of the attack; and risks of
escalation.”

If the decision to go public is made, the attribution format is equally important.
Policymakers could consider one of four options.*

Option A: Criminal Indictment

The first option is a criminal indictment that can be exercised if the law
enforcement authorities have sufficient evidence to prosecute under the Indian
Penal Code or Information Technology Act. As we are dealing with international
cyber incidents, the chargesheet of a First Information Report should be filed
by a central investigative agency.

Effort should be made to ensure that this indictment makes it way
independently through the legal system. While it is likely that the perpetrators
will never end up in court, this option helps establish credibility™ in the
public attribution through the rigour required by the domestic legal system.
Further, any links the perpetrators have with individuals or entities within
Indian jurisdiction can be legitimately sanctioned within the purview of Indian
domestic law. This option works when attributing attacks to non-state actors,
and by itself will not enable attribution to state actors.

Option B: International legal attribution

The second option is international legal attribution to a state as per the
evidentiary standards of international law including, most importantly, the Law
of State Responsibility. International legal attribution is important if India is
considering cyber or kinetic countermeasures to the cyberattacks that may need
to be justified domestically or internationally. The attribution statement should
be released by the office of the National Cybersecurity Coordinator, either
jointly or in close consultation with the Ministry of External Affairs and relevant
legal experts, either working full-time in the Ministry or as consultants.

11
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Before effectively attributing specific cyber incidents, India must issue a
statement clearly highlighting the Indian perspective on how international
law applies to cyber attribution and the necessary evidentiary standards.
Without such understanding, the legitimacy and credibility of each specific
cyber attribution may be questioned as being politically motivated and lacking
consistency.

Option C: Political attribution

The third option is a political attribution at the Ministerial level that need
not reference international law or meet evidentiary standards. Instead, the
goal is to win “the hearts and minds of audiences that open up with public
attribution.”* Indeed, most public cyber attributions have not referenced
domestic or international law.®

Indian politicians often politically attribute cross-border terrorism to
geopolitical adversaries like Pakistan without referencing legal standards.”® This
is done to strengthen India’s position on sanctioning individuals associated with
terrorism at multilateral processes; nudging Pakistani authorities to address
the issue through their domestic capacity; ferment global laws and norms
against terrorism; or score political points with a domestic audience. The same
approach may be applied to cyberattacks where evidence points in a certain
direction and a political attribution is likely to aid Indian objectives without
sparking escalation from the country at the receiving end of the attribution.

Option D: Do nothing and rely on third-party attribution

A fourth option is to rely on third-party attribution. As discussed earlier, the
private sector and civil society have been doing an effective job of publicly
attributing cyberattacks as well as crafting their own policy and strategies on
the same. A potential option here for the Indian government in cases where
an initial attribution has been done by a private actor such as Mandiant or
Recorded Future could be to “acknowledge” the report but neither confirm
nor deny its findings.

To be sure, this option may have similar consequences as the decision to not
attribute in the first place. However, the trade-offs, outcomes, and decision-
making processes are entirely different. In a case where India decides to not
publicly attribute at all and there is no evidence from a third-party actor, India

12
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has to live with the possibility that the attack may not get attributed at all.
Option D outlines the trade-offs involved in situations where a public attribution
has been conducted or is in the process of being conducted by a third-party
organisation, which means that the attack will be publicly attributed, just not by
the Indian government.

Table 1: Options for Public Attribution

for India

Option

When to use

Who should attribute

Criminal indictment

1. Attribution only to a
private actor.

2. Evidentiary thresholds
meet the requirement of
domestic Indian law.

Central or state criminal
investigative agency

International Law
Attribution

1. Attribution to a state
actor.

2. Evidence satisfies
international law
thresholds.

3. Potentially useful if
public countermeasures
are being considered.

National Cyber Security
Coordinator and Ministry
of External Affairs

Political attribution

When evidence may not
be sufficient for legal
attribution but attribution
may further India’s
geopolitical calculations
or interests at global
forums.

Political officials (ideally,
Cabinet Level Ministers)

Do nothing and rely on
third party attribution

Source: Author’s own

13

Insufficient evidence
to publicly attribute or
attributing poses risks.

Joint decision could

be taken by NCSC or
acknowledgment of private
attribution
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one of these available options, either individually or in concert,
will necessarily achieve the set-out goals given the variables
at play. However, bearing this framework in mind provides
decision-makers with more options. For example, a criminal
indictment underscored by a strong public statement by the
National Cyber Security Coordinator could demonstrate India’s capabilities
while undermining that of adversaries even if no one faces a single day in court.

To implement a model and attribute both effectively and responsibly, India
must create coordination mechanisms that bring all relevant government and
non-government entities into the decision-making spectrum. CERT-In should
certainly be involved with any such process given their role and existing
capacity, but sector-specific stakeholders and government entities must also
play their part.

Effective characterisation of a cyber incident and consequent public
attribution can be furthered by regularly discussing methodological challenges,
and opportunities, and sharing intelligence with trusted partners such as the
Quadrilateral Security Dialogue, which already has avenues for exchanges
between the top cybersecurity personnel of the member countries, and has also
envisaged greater cooperation between the respective CERTs. While sharing
threat intelligence is easier among formalised military alliances, there is enough
trust between Quad partners in the security and technological domains to
create appropriate processes and mechanisms.

Given its geopolitical position in cyberspace, India cannot afford to not use
the critical option of public attribution, when deemed effective, to navigate the
uncertainty of cyber unpeace and further its strategic interests. Cyber unpeace
is here to stay and cannot be wished away; the imperative is to use institutions,
norms, and capabilities to mitigate its impact. ©RF

The first version of this brief appeared in the ORF-GP volume, Future Warfare and
Critical Technologies: Evolving Tactics and Strategies, which can be accessed here:
hitps:/fwww.orfonline.org/public/uploads/posts/pdf/20240212113627 .pdf

Arindrajit Basu is a PHD Candidate at the Leiden University Faculty of Global
Governance and Affairs.
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